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The machine-to-machine communication and automation are main
trends in the world of modern infocommunications. The concept of
Internet of Things is widely used for these purposes. It consists of
two main categories namely long-range and short-range networks.
The latter includes the "Smart Office” and "Smart Home" systems,
which are very popular today. Various technologies enable the
automation of processes such as security management, climate
control, lighting, etc. This article will focus on the development of a
"Smart Home" system for people with limited mobility using
ZigBee technology. Basic and additional requirements needed in
this system are specified. A brief description of the latest version of
the ZigBee 3.0 protocol is provided. The software part of the con-
sidered ZigBee subsystem is based on the open-source code of the
Zigbee2MQTT project, which supports integration with all com-
mon home automation services through the use of the standard
MQTT protocol. Hardware part is presented. It includes both serv-
er and different types of smart devices. The recommendations for
the implementation of some basic and optional requirements for
the Smart Home system for an elderly person are given. Among
them there is movement tracking, water leaks detection, lightning
automation, SOS button, climate control, reminder of important
things before leaving the house, television.
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Introduction

Each year, technologies described by science fiction writers
of the 20th century are brought to life, and “smart” things are not
an exception. The Internet of things paradigm, first mentioned at
the end of the 20th century, is an example of this. Lights that turn
on under certain conditions, smart plugs that save energy costs,
speakers with built-in voice assistants are just a small part of it.
The main subject of this article is the use of Smart Home system
to help aged people. Let us first describe the object and the sub-
ject of our work.

The object of our study is the Smart Home System. Its most
important component is the technology whereby smart devices
communicate with each other. For this purpose, we use the
ZigBee protocol. It is best suited for the implementation of our
project due to the following merits.

e  low power consumption;

e  mesh-topology support;

e  no need to obtain frequency permission,

The subject of our study is the elderly population. Aged peo-
ple find it increasingly difficult to cope with everyday life, so
they need additional help. Those with limited mobility can’t easi-
ly control the sanctification and climate control devices. Elderly
people with hearing and vision impairment will find it difficult to
see or hear a water leak in the bathroom. Again, any person can
become a victim of scammers.

Not all aged people have the opportunity to receive immedi-
ate help from relatives or specialized workers. The project de-
scribed in the article specifically targets this particular category
of the population. The Smart Home system can help elderly peo-
ple in everyday situations mentioned above. The use of smart
devices enables lighting and climate control in automatic mode,
detecting leaks, increasing safety level etc.

Basic principles of building “Smart Home” systems
for the elderly

Let us consider the principles of organizing the Smart Home
system for people with limited mobility using the following ex-
ample. The main and optional requirements for the considered
system are shown in Table 1:

Primary and secondary requirements for the system in devel-
opment are specified in Table 1.

Table 1

General requirements for the “Smart Home
for the elderly” system

Main requirements Optional requirements

Movement tracking Health monitoring

24/7 notifications of water and
gas leaks

Heating, ventilation, and air condi-
tioning (HVAC) automation

Lighting automation CCTV monitoring and recording

Alarm button function Bad actor deterrent system
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Zigbee is the main protocol considered for building a Smart
Home system. Zigbee is a WPAN protocol based on IEEE
802.15.4 for commercial and residential 10T networks that have
cost, power, and space constraints. It allows you to create and
manage mesh networks, discover new devices and provide secu-
rity and self-healing.

The Zigbee Alliance was formed in 2002. The goal of the al-
liance is to develop efficient wireless networking protocols and
ensure interoperability between devices from different manufac-
turers. Zigbee is a proprietary standard. Its use requires a license
fee and agreement provided by the Zigbee Alliance, but on the
other hand guarantees compatibility between devices.

Zigbee devices can switch from sleep mode to active mode in
15 ms or less. The response latency of the device can be very
low, especially when compared to Bluetooth. The main topology
of a Zigbee is a Mesh network.

Zigbee, like Bluetooth, operates primarily in the 2.4 GHz
ISM band. It also operates at 868 MHz in Europe and 915 MHz
in the US and Australia. Due to its lower frequency, it has better
ability to penetrate walls and obstacles compared to traditional
2.4 GHz signals. Zigbee provides three security mechanisms:
Access Control Lists (ACLs), 128-bit AES encryption, and mes-
sage freshness timers [1].

For the implementation of the "Smart Home for the Elderly"
project, the ZigBee 3.0 standard was chosen. It is included in the
Zighee Pro 2017 (R22) specification. This standard contains a
number of changes:

e Direct binding. It doesn’t depend on the manufacturer
and allows end devices to interact with each other without the
participation of a coordinator and a router. This helps to flexibly
customize the scenarios of device behavior and increase the re-
sponse speed.

e  Green Power. A set of technologies that reduce the de-
vice power consumption and can also collect it.

e  Unification. Zighee 3.0 is a unified application profile
that allows devices to communicate with each other regardless of
their profile.

e  Backward compatibility with all products released pri-
ortov3.0 [2].

ZigBee protocol was selected for the project for the following
reasons:

1. Mesh structure meets reliability criteria for systems that
are critical to human life and health.

2. This helps to protect the network from outside attempts
and not to be influenced by other transmission technologies.

3. Low power consumption, due to the "sleep mode" of
Zigbee devices when inactive [3].

The premises for the deployment of this “Smart Home” sys-
tem are a two-room flat and a stairwell. The plan of the premises
is provided on Figure 1. One room is a master bedroom, the se-
cond room is a living room with access to the balcony. The flat
also has a kitchen and separate bathroom and toilet. A part of the
corridor is used as an entry hallway.
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Figure 1. Flat layout

Requirements for the CCTV system

Two IP cameras are chosen for installation, one in the entry
hall in view of the front door, and another — on the stairwell. The
important characteristic requirements for IP cameras are as fol-
lows:

e  Capable of movement detection with automatic record-
ing after the appearance of potential bad actor in the frame.

e  Good low light performance, preferably — infrared mode
to enable recording at night, or when the lights are off and during
power outages.

e  POE capabilities — support for IEEE 802.3af or better to
simplify the centralized redundant power implementation and
wiring.

e  Maximum video quality desirable to increase the proba-
bility of identifying the potential perpetrator(s) on video record-
ings.

e  High energy efficiency for longer running times on bat-
tery power and lower system running costs.

e Audio recording capabilities which enable sound re-
cording of potential bad actor dialogue with the elderly person.

e  Audio alarm and sound playback capabilities to simplify
the implementation of bad actor deterrent system.

The described system is critical to human life and health, and
is responsible for protection of property, so it must have high
reliability. This necessitates the following requirements for the
video surveillance system server:

e The necessary storage system throughput and pro-
cessing power for simultaneous recording of two video streams.

e  Local storage providing enough space for at least one
week of 24/7 recording.

e  Local storage redundancy is required to enhance system
reliability.

e  Cloud recording backup is desirable for enhanced sys-
tem reliability and recovery of recordings in case of theft or total
system failure.

Moreover, there are several things that have to be considered:

e  Cloud recording backup has to be done automatically,
using incremental synchronization to reduce the amount of data

loss in case of local storage failure and the internet connection
load.

e  Remote recording and live camera feed viewing capa-
bilities are required.

e  Video surveillance server should, if possible, support
PoE using IEEE 802.3af, to enable its integration with central-
ized camera redundant power system.

Required router capabilities

The system being designed requires regular and, if possible,
continuous access to the Internet in order to back up the video
recordings to a cloud data storage, and to provide remote access
to information about the health of an elderly person and his
property.

e  The router must support connection to the Internet
through wired networks of common providers in Russia, using
standard access and authorization technologies, or through wire-
less mobile networks with the required bandwidth, in the absence
of the possibility of using broadband cable connection.

e  The router must have the capabilities of serving VPN
endpoint to allow external connections. This enables remote con-
figuration and management, checking the status of engineering
systems, viewing video recordings and streaming video from
CCTV cameras, as well as checking the health of an elderly
person.

Local network

Since the system being developed will be responsible for
human life and health, as well as for the safety of his property, it
is necessary to ensure its reliability and resiliency. Therefore, the
following parameters should exist in the local network:

e  Provide sufficient bandwidth for the implementation of
video surveillance systems and smart home.

e  Provide centralized power delivery to IP cameras (IEEE
802.3af) in order to simplify the equipment connection diagram
and provide the possibility of centralized power supply redun-
dancy.

It is necessary to develop a solution that allows all systems to
continue to function in the event of a power outage in the apart-
ment for a period of time sufficient to notify the user, correctly
stop processes, save cached data to disks and shutdown all de-
vices.

Smart home system requirements

The system being developed should track temperature, hu-
midity and air pressure in the apartment of an elderly person,
help him save on electricity bills, simplify the acquisition of in-
formation from the meters, protect the apartment from water and
gas leaks as well as intruders. The following are essential.

e  Sensor for temperature, humidity, atmospheric pressure.

e  (assensor.

e  Floor-mounted water leak sensors and electrically oper-
ated water taps.

e  ZigBee - compatible lighting fixtures, capable of acting
as routers to improve the reliability and quality of network cov-
erage.

T-Comm Tom I5. #10-2021




e  Motion and presence sensors for automated lighting
control.

e  ZigBee - compatible light switches, for manual lighting
control.

e Implement an SOS button, integrated into the elderly
person’s walking stick.

e Integrate HVAC system with Smart home for automatic
control of heating and air conditioning.

e  ZigBee router, allowing to integrate equipment from
different manufacturers into one system and create non-standard
scenarios for controlling devices.

Health Tracking System requirements

It is fitted to implement the collection and logging of histori-
cal data and the health indicators of an elderly person in the de-
scribed system. This requires choosing the right equipment. It is
necessary to track:

e  Blood pressure

e Pulse

e  Blood oxygen level

e  If possible - for end user convenience the device needs a
capability of displaying time, date and reminders.

e  Sensor data has to be collected and logged automatically.

The server

The system uses two cameras. The plan is to record live vid-
eo data only when activity is detected in the field of view of
cameras. Let’s assume that the recording occurs 12 hours a day.
The video is planned to be recorded in resolution of 1920x1080,
30 frames per second. Typical bitrate of such a video stream is
3 Mbps on average. The average input-output load for each video
stream is 60 IOPS on average, assuming block size of at least
8 KB.

Thus, data storage system needs to handle archiving of data
stream of 3*2/70% = 8.6 Mbps, with block size of 8 KB and up,
and 60*2/70% = 171.4 10PS. For such requirements 2 SATA
HDDs in RAID-1 (mirror) are enough. To store information for
at least one week, 7(days) * 12(hours) * 3600(seconds) *
2(cameras) * 3(Mbps)/8(bit) = 226 800 MB = 226.8 GB.

Currently, the production low-capacity hard drives are almost
stopped. To enhance and increase the reliability, compactness
and performance of the system, the use of 2 solid-state 2,5-inch
SSDs, 480 GB of capacity each is proposed. This will allow ar-
chived data to be stored for either two weeks, or for a week with
continuous recording.

The limit on the number of cell rewrites of a solid-state drive
with TLC memory is from 1500 to 3000 cycles, which on aver-
age will allow this type of SSD to be used in the system for at
least 1500*480(GB)/226.8(GB)*7/365 = 66.9 years. Besides,
SSDs are vibration-resistant and can withstand higher tempera-
ture fluctuations than traditional hard drives.

Usage of SATA 3 drives is proposed. Typical throughput for
these drives is 450 MB/s sequential read and 350 MB/s sequen-
tial write with an 8 KB block size. This is much more than our
video surveillance system requires, and will allow us to organize
additional services, such as remote viewing of recordings and
synchronization with remote cloud storage without affecting the
performance of the main service.
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Typical power consumption of a SSD is 1.6W, 3.2W for two
drives. This will allow us to meet the PoE (Power-over-Ethernet)
budget and implement a centralized power supply system and its
redundancy based on IEEE 802.3af standard.

In the computing module of the system, it is proposed to use
a raspberry pi 4b minicomputer with 8 GB of RAM. A 32 GB
microSD card will be used as the system disk, since there are no
requirements for the performance of the system disk of the video
surveillance server. The operating system planned for use in the
device is an open source Linux Ubuntu Server 20.04.2 LTS
(Long Term Support). The functionality of the video surveillance
server, as well as the hub and controller of ZigBee devices, will
be implemented on this device.

In order to receive power using the IEEE 802.3af protocol, it
is proposed to make use of the Raspberry Pi POE HAT — a mod-
ule that allows a mini-computer to receive up to 13 W of power
through the Ethernet connector. The mini-computer itself at max-
imum load consumes up to 9 W, usually — under to 6 W. Thus,
the power provided by this module will be adequate for a mini
computer and 2 solid state drives, as well as some peripherals.

To implement the ZigBee functionality, we will use the Tex-
as Instrument CC2652R microcontroller (Figure 2), which sup-
ports the Zighee 3.0, Bluetooth mesh, Bluetooth 5.1 and others
protocols. It is planned to use development modules with a sol-
dered chip and its support circuitry, and an antenna connector

[4].

Fig. 2. CC2652R microcontroller development board with an aerial

To implement the software part of the ZigBee subsystem in
this project, we will adapt the open-source code of the
Zighee2MQTT project, which supports integration with all
common home automation services through the use of the stand-
ard MQTT protocol. The project already has more than 1200
verified supported ZigBee devices, and due to the open source
code, it becomes possible to implement non-standard functionali-
ty, such as tracking the location of a device in the network by the
time it takes the signal to pass from it to different routers [5].

Network architecture

To provide connectivity between devices in a local network,
as well as to provide access to the Internet, we intend to use a
Mikrotik hEX PoE router. This router has 4 Gigabit Ethernet
ports with PoE power supply according to IEEE 802.3af/at
standards for organizing a local network and powering connected
devices. It requires a standard 48 V, 2 A power supply.
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An uninterruptible power supply is required to ensure safe
shutdown of all systems. Since the system has a low power con-
sumption, any office UPS with a 15-minute battery life and a
USB port to monitor battery power will do. [6]

As for interfaces connecting to the Internet, the router has a
Gigabit Ethernet port, an SFP port for installing optical modules
and a USB port that supports USB modems. The operating sys-
tem of this router allows you to configure a VPN server on the
router for incoming VPN connections.

Smart Home devices

With our ZigBee router, we will connect via a Xiaomi Gate-
way 3 with firmware that supports MQTT. This device serves
not only as a ZR (ZigBee router), but also as a gateway, as it has
support for the Bluetooth Mesh protocol. The main goal of ZR is
to establish a connection with a ZC (ZigBee coordinator) and
create a Mesh network with no more than 31 endpoints. It is as-
sumed that the ZRs will be placed in all rooms, as shown in Fig-
ure 3 [7].

Legend

To o =
= i

Bedroom ™

Living reom

® e

y
T\
Y )
e \
W J
e
1 Corridor

Fig. 3. ZC u ZR placement

We intend to use Agara Temperature WSDCGQ11LM device
for the role of the temperature, humidity and atmospheric pres-
sure sensor. The data obtained from this sensor can be used to
control the air conditioner and heater.

Xiaomi JTQJ-BF-01LM/BW was chosen as the gas leak de-
tector, which can inform the user when a leak is detected with a
loud sound signal, while transmitting information about the leak
to the ZR to trigger the “answer” scenario (opening the vents,
calling the gas service "04").

The selected floor sensor responsible for monitoring the leak-
age and shut-off of water is Xiaomi Agara T1 SICGQ12LM in
conjunction with automatic valves Knycklan Valve Receiver.

Philips Hue smart lamps will be used in the lighting for all
the rooms. In the ZigBee mesh network smart lamps serve as ZR
by default (if provided power is sufficient) which improves con-
nectivity and accessibility of the mesh network for the end-user
devices [8].

Agara motion sensor should be installed in the doorways to
enable the automated lighting control. To increase the level of
system reliability, Agara RTCGQ13LM presence detectors will
be installed in the rooms. The sensors are capable of detecting an
immobile person in the room.

We plan to use Xiaomi Agara D1 QBKG21LM ZigBee
switch as a way to control the lighting manually.

ZigBee thermal sensor and control unit will be used to con-
trol the heater and air conditioner.

Health Tracking Devices

To measure health indicators, we intend to use a Fobase Air
Pro smart watch connected to a smartphone via Bluetooth 5. This
device provides the following functions: heart rate measurement,
blood pressure measurement, body temperature and blood oxy-
gen content, time display and taking notes. Health data from the
smartphone will be synchronized every 4 hours with the server
through the Xiaomi Gateway 3.

Implementation of the main functions
of the "Smart Home" for an elderly person

Movement tracking. Sometimes it is necessary to know the
location of an elderly person:

e In case a person develops health problems, every second
will be important for doctors (or for relatives) to save human life,
location information will immediately direct people to the elderly
person.

e In case an elderly person has lost a certain thing in the
apartment, you can, based on his location at that moment in time,
indicate the approximate location of the lost thing.

e  With the help of this monitoring, we can find out
whether an elderly person is in the apartment or not

This can be accomplished by installing a special beacon in
the elderly person's cane, which will send echo requests every
30 seconds (provided that the cane is connected to the home
network on the ZR, the arrival time of the echo requests will be
processed on the servers, the final result of this operation will be
the coordinates of the cane's location, which can be visualized in
a specialized interface in the form of an apartment map in a spe-
cial mobile application.

Detecting water leaks. In old age, it is difficult to deal with
problems associated with plumbing. Classic detection tools such
as eyes, ears and sense of smell lose their sharpness with age, an
elderly person may not hear water flowing from pipes, not see a
puddle under a sink, and not smell stagnant water. Therefore, it is
necessary to detect leaks in the bathroom, and report them to an
elderly person or their caretaker.

The floor-mounted leak detector can be installed under the
sink. When a leak is detected, the sensor will start emitting a
sound signal, and will also inform ZR about it, which in turn will
start the scenario of water shut-off using automatic taps.

Lighting automation. In the apartment, it is necessary to au-
tomate the lighting, since an elderly person may forget to turn off
the light in the room where he is not currently located, which can
lead to an increase in electricity bills. The problem can be solved
by installing motion sensors at the passage to each room, on the
basis of which the ZR will give commands to the actuators re-
sponsible for switching on / off the lights. Also, for greater relia-
bility, there will be a presence sensor in each room. The system
will be configured in such a way that the light will be on in the
room where the person is and, in the room next to him. After a
person leaves the room, the light will remain on for another 2
minutes, after which the actuator will be given a command to
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turn off the light. The ability to physically turn off light sources
remains.

SOS button. Sometimes trouble can happen instantly, and the
only thing that can be done in time is to press the button. In this
case, it is proposed to create a panic button located inside the
cane of an elderly person. When activated, the lamps in all rooms
are turned on with the help of actuators, relatives receive an ur-
gent notification in the mobile application with all the necessary
information: location (found using GPS on a smartphone) and
health indicators (measured using smart watches).

Climate control. In each room of the apartment there are sen-
sors for measuring temperature, humidity, atmospheric pressure.
Depending on the current season and sensor readings, the server
will give commands to climate devices. The scheme of climate
control system is shown on Figure 4.
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Reminder of important things before leaving the house. When
an elderly person goes out, a reminder will come to him on his
smart watch about turning off electrical appliances, etc.

CCTV. Two Hikvision DS-2CD2345G0P-1 are planned for
use in the corridor and another one in the stairwell. The cameras
are connected to ZC with wires. They turn on with the command
from infra-red sensors. They are tuned to the radius of 1 meter.

Bad actor alarm

Very often, scammers try to deceive gullible elderly people
who are accustomed to times when trouble was not expected
from a stranger. To scare off fraudsters from the apartment, rela-
tives can press a special button in the application (when alerting
you to turn on video surveillance), which will start an audio re-
cording from the speakers on video cameras, with information
about criminal liability for fraud. This should frighten off any
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fraudster, and the elderly person will immediately understand
that he is most likely a fraudster.

Conclusion

This article describes the creation of a smart home system for
an elderly person using ZigBee technology. First, basic and addi-
tional requirements are set, which must be considered in this
system. For the system realization the most recent version of the
protocol ZigBee is chosen. Its fundamental principles are given.
The network architecture is designed and it fulfills all the neces-
sary requirements. The providing of the most important functions
of Smart Home system for elderly person using designed net-
work are described. The considered project can be used to auto-
mate a lot of routine processes and make the elderly person’s life
more comfortable and safe.
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AHHOTauuA

MexMaluMHHOe B3aMMOAENCTBME UM MOBCEMECTHas aBTOMATM3auus ABAAIOTCA OAHMMW M3 [NaBHbIX TEHAEHLWA COBPEMEHHbIX
nH$pokoMMyHUKaumin. OHK BKItOYAIOT B ce6s ABE OCHOBHbIE KAaTeropuu, a UMEHHO CETW AanbHero u GnvxkHero geiictusa. K nocneaHum
OTHOCATCA cUCTeMbI "YMHbIN opuc” n "YMHbIN AoM", BecbMa nomnynApHble cerofHs. PasnunyHbie TeXHONOrMM NO3BONAIOT ABTOMATU3MPOBATL
TaKue MpoLecchl, KaK ynpassieHne 6e30MacHOCTbIO, KIIMMAT-KOHTPOJb, OcBelleHne U T. [laHHas cTaTbA MOCBALLEHA pa3paboTke cUCTeMbI
"YMHbIN AOM" ANIA NOXMIbIX NIOAEN C OrpaHUYEHHON MOABWXHOCTLIO C UCMOJSb30BaHMeM TexHosnorun ZigBee. YkazaHbl OCHOBHble U
[OMOJIHUTENbHbIE TPeBGOBaHUA, HEOOXOAMUMbIE ANA AAaHHOM cucTeMbl. [1pUBEAEHO KpaTKoe omnucaHue MocsieAHel BepcuM MpOTOKOosa
ZigBee 3.0. MNpuseaeHsbl TpeboBaHnsa kK obopygoBanuto. [laHbl peKOMeHAALMM MO TEXHUYECKON peannsaLyn HEKOTOPbIX OCHOBHbIX U
[OMOJHUTENbHBIX PYHKLUMIA cucTeMbl "YMHBIA 4OM" AN MOXMIOrO YesioBeKa.

Kntoueebie cnoea: lumepHem Bewet, "Ymubit dom", ZigBee, nodu ¢ 02paHUYEHHBIMU 803MOXKHOCMAMU, NOXKUJIbIE J1H0OU, dBMOMAMU3auus.
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